
Is your VPN
under active and

disruptive
attack?

Is this a
volumetric

attack?

Where are the
login attempts

originating from? 

Count your blessings, and plan for the future!
Begin your evaluation of ZTNA offerings, to determine the best fit
 for your environment, requirements, and Zero Trust vision.

Set up block rules for the firewall in front of your VPN Server
Validate whether the following are applicable to your attack pattern,
and then block:

Known TOR exit nodes
IaaS IP ranges
Country-specific IP ranges

Import these via a script, or manually as preferred

Engage with your ISP or CDN
Volumetric attacks overload the network, and have to be defended
“upstream” from your enterprise

Also, consider changing the IP address of your VPN server, and
removing it from DNS.

Set up a Dynamic VPN Defense Mechanism
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